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Sophos Service Account Name and Password Changes

The Sophos NAC Advanced installation requires that you manually create one standard domain account on the
domain controller. The installation then uses this account name and password for all Sophos NAC Advanced
components that require an account name and password. To change the account name and/or password after the
Sophos NAC Advanced installation, you must change the account name and password information in multiple
places so that the software continues to function properly. More importantly, the changed account names and/or
passwords must match one another in all places so that software functions properly.

Important: Sophos recommends that you do not change account names and/or passwords after you have installed
Sophos NAC Advanced; however, if circumstances require these changes, use this document to complete the
changes properly.

You must change the account names and/or passwords for each of the following:

Domain Controller Changes
= Standard Domain Account
Note: This service account was created manually prior to Sophos NAC Advanced installation.

Sophos Application Server Changes

= Application Pools

Note: The Sophos NAC Advanced installation creates four application pools in Internet Information Services
(11S): PolicyAppPool, RegistrationAppPool, ReportAppPool, and SophosComplianceManager. You must change
the accounts and/or passwords for each of the application pools.

= Sophos NAC Agent Report Service

= Sophos NAC Alert Service

= Sophos NAC Enforcer Report Service

= Sophos NAC Host Service

= Sophos NAC CurrentDefsLoader (Scheduled Task)

= Sophos NAC PatchLoader (Scheduled Task)

=  Sophos NAC AuthGateway Server COM+ Application
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Domain Controller Changes

Prior to making any account name and/or password changes from this section, you must log on to the appropriate

domain controller.

Changing the Sophos Service Standard Domain Account

The Sophos NAC Advanced Installation Guide document requires that prior to installing Sophos NAC Advanced you

manually create one standard domain account on the domain controller.

1.
2.
3.

Log on to the domain controller.

Access the account that was created for the Sophos NAC Advanced installation.
As needed, change the account name and/or password.

Note: The account name and/or password changes you make for this account must be replicated on all
components of the Sophos Compliance Application Server.

Log off the domain controller.

Sophos Application Server Changes

Prior to making any account and/or password changes from this section, you must log on to the Sophos
Compliance Application Server.

Changing the Application Pools

1. From the Start menu, click Administrative Tools > Internet Information Services (lIS) Manager. The IIS

2.

Manager window displays.

Double-click the Application Pools folder.

¥ Internet Information Services (IIS) Manager M=l B3

Vg File Action Wiew  Window

Help
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€= | AEEFRER| 2|2 r =
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E|_._J Applic

#-gis DefaulkappPool

ation Pools

[k RegistrationAppPool
oh ServerStatusAppPool
-k PolicyAppPool
u!.,- ReportappPool

[ Web Sites

[ “Web Service Extensions

g:.; SophosComplianceManager

Description Skate I Skatus
-'u.!.éDeFauItP.ppF‘u:unl Running
-'u.!.,"SnphDsCDmpIianceManager Running
-'g:.éRegistratiu:un.ﬁ.ppPDDI Running
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-b.!.éF‘u:uIiu:\,-'.ﬁ.ppF‘uu:ul Running
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3. Right-click the SophosComplianceManager application pool, and click Properties. Then, click the Identity

tab.
SophosComplianceManager Properties EHE |

Recycling I PerfFormmance | Health Identity |

— Application pool identity

Seleck a security account For this application poal:

" Predefined INetwurk Service j

User name: I DOCLABsophosnac? Browse |

Password: I TIITIITIITL)

Ok I Cancel Apply Help

As needed, change the User name and/or Password fields.

Click Apply.

Repeat steps 3-5 for the PolicyAppPool, RegistrationAppPool, and ReportAppPool.
From the File menu, click Exit.

N o ok

Changing the Services

1. From the Start menu, click Administrative Tools > Services. The Services window displays.

Services

File  Action  Miew Help
o BEFERRE 2E e »
% Services (Local)

%Snphns MAC Alert Service Receives 5., Started Aukomatic DOCLABS. ..
%SDDhDS MAC Enforcer Report Service Receives 5.,.  Started Aukomatic DOCLABS, ..
%Suphns MAC Host Service Hosts Soph...  Started Automatic DOCLABS. ..
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2. Double-click Sophos NAC Agent Report Service, and click the Log On tab.

Sophos NAC Agent Report Service Properties {Local Computer) [E |

Gereral LogOn I Hec:n:wer_ul Dependenciesl

Log on as:

" Local System account

™| Allow service to interact with desktop

IDEIEL.-i'-.E hzophozhacs Browze. .. |

PaSSWD[d: IIII.II.III-II-I

Eanirm FIEISSWDfd: I"'Illi"'lili'

Y'ou can enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Frofile | Service |
Frofile 1 Enabled

Erctle | Disable |

k. I Cancel | Smply |

3. As needed, change the This account and/or Password fields.
Note: If you update the password, you also must confirm the password.
4. Click OK to save your changes and return to the Services window.

5. Repeat steps 2-4 for each of the following services: Sophos NAC Alert Service, Sophos NAC Enforcer Report
Service, and Sophos NAC Host Service.

6. From the File menu, click Exit.
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Changing the PatchLoader and CurrentDefs Loader Scheduled Tasks

1. From the Start menu, click Control Panel > Scheduled Tasks > Sophos NAC PatchLoader. The Sophos
NAC PatchLoader window displays.

Sophos NAC PatchLoader [ 2|

Taszk |Schedule| Settingsl SEcurit_l,II

& C:AWINNTAT askshSophos MAC PatchLoader job

Fum: gram FileshSophozhMALCh

Browse... |

Eheih "C:\Program FileshSophoshHACYWPatchLoader
Comments:
Run as: DOCLABYsophosnac Set pazaword...

[T Bun only if logged on
v Enabled [zcheduled tazk runs at specified time]

| k. I Cancel Ay

2. As needed, change the Run as field.

3. As needed, click Set password... and change the Password and Confirm password fields. Click OK to save
your changes and return to the Sophos NAC PatchLoader window.

setpaswod —— R

i /

Confirm passward: I

oK I Cancel

4. Click OK to save your changes.
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5. From the Start menu, click Control Panel > Scheduled Tasks > Sophos NAC CurrentDefsLoader. The
Sophos NAC CurrentDefsLoader window displays.

Sophos NAC CurrentDefsLoader Ed

Task |Schedule| Settingsl Securit_l,ll

& C:4wINNTAT askshSophos NAC CurrentDefsLoader job

Run: ophosiNACCurentD efsLoader\CumentD efsLoader. exe'!
Browse. .. |

Start ir: "C:AProgram Files\SophoshMACKCurrentD efzLoader"

Comments:

Fuh az; DOCLARzophosnacs Set password...

[T Bun only if logged on
¥ Enabled [scheduled tazk runs at specified time]

0k, I Cancel Spply

6. As needed, change the Run as field.

7. As needed, click the Set password... button and change the Password and Confirm password fields. Click
OK to save your changes and return to the Sophos NAC CurrentDefsLoader window.

setpaswod R

i /

Confirm passward: I

oK I Cancel

8. Click OK to save your changes.
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Changing the AuthGateway Server

1. From the Start menu, click Administrative Tools > Component Services. The Component Services window

displays.

Component Services

File Action Wew Window  Help

-~ BEE2ZE 2238

i*2Console Root' Component Services
(L1 Console Root

2. Double-click the Computers folder, double-click the My Computer folder, and then double-click the COM+

Applications folder.

@ Component S 25 Q
@ Ackive Direckory Users and Computers [doclabde, Computers
[ &) Ewent Yiewer (Local)

% Services (Local)

omponent Services

File  Action Wew ‘Window Help

e« | B@EX2R | @m0

Console Root
E@ Companent Services
=[] Computers

Eg My Computer
-5 COM+ Applications
#-(C] DEOM Canfig
[ Distributed Transaction Coordinator

COM+

D Running Processes Swskem
[+1-&53 Active Directory Users and Camputers [doclabdc, | Application
[-{£]] Event Wiewer {Local)
-8y Services (Local)

COM+ QC COMA Utilities
Explorer

10
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3. Right-click Sophos NAC AuthGateway Server, and click Properties. Then, click the Identity tab.
Sophos NAC AuthGateway Server Properties E |

Advanced I Cuamp | Fooling & Recycling
General I Security [denity I Activation I Gueving

T hiz applization will run under the following account.
 Account
™ Syztem Account;

! [nteractive user - The curent lagged o wser

) Local Service - Built-in semvice accourt,

Hetwark Service - Built-in zemnvice account with netwark
ACCESE

! Lozal Spsten - Complete access to local machine

@ This user:
Uszer: IDEIEL.-‘B.B hzophoznac? Browse. .. |
Pazswaord: I-u------u------
Confirm pazsward: I---------------

i) Server applications cannot run under system service accounks,
-‘.

] I Cancel Spply

4. As needed, change the User and/or Password fields.

Note: If you update the password, you also must confirm the password.
5. Click OK to save your changes and return to the Component Services window.
6. From the File menu, click Exit.
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