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802.1x Dynamic VLAN Configuration

This document provides information on integrating Sophos NAC Advanced in an environment that includes
switches set up to support the 802.1x IEEE protocol. The information in this document has been tested in an end-
to-end scenario. Sophos testing information concludes at the point where the 802.1x authentication is complete and
the client is placed on the correct VLAN.

In this document, three virtual LANs (VLANS) are created: guest, quarantine, and all access. Configurations

involving only two VLANS are also possible and supported, but the three VLAN configurations are contained in this
document.

Cisco Switch Supported Options

The Cisco® switch must support IEEE 802.1x — VLAN Assignment to work correctly with Sophos NAC Advanced.

This feature is usually found in the Enhanced versions of the Cisco Catalyst I0Ss. Some switches have different

hardware to support “enhanced” functionality; so, you should ensure the switch supports this prior to going through

the rest of the process. If you do not know if your Cisco switch supports this feature, you can use the Cisco Feature

Navigat0r® to confirm this.

1. Locate the Cisco Feature Navigator tool. The location of the tool as of publication is:
http://tools.cisco.com/ITDIT/CFEN/Dispatch?act=featSelect&task=init.

2. From the Available Features section, select IEE 802.1x — VLAN Assignment, and click Add.
3. Click Continue.

File Edit View History Bookmarks Tools Help

%+ O

- c ot - v |_1'] http://tools. dsco. com/TTDIT/CFN Dispatch?act=featSelectitask =init
= Navioato

& | Cisco Feature Navigator - Cisco Systems |j Cisco Feature Navigator - Cisco Systems

alialn
CISCO Cisco Feature Navigator

Search by Feature Search by Software

Objective : Find releases that support selected features.

Filter by full or partial feature name

C
ilable Features - Selected Features

ST

IEEE 802 1x - VLAN Ass z ad IEEE 802.1x - VLAN Assignment
IEEE 802.1x - Voice VLAN

IEEE 802.1x - VPN Access Control
|IEEE 802.1x - Wake on LAN Support

|IEEE 802.1X Agentless Audit Support =
IEEE 802 1x Authenticator

|IEEE 802.1x Fallback support
IEEE 802.1x Guest VLAN << Clear All

IEEE 802.1x Guest VLANs on a Per-Port Basis

|IEEE 802.1x High Awailability Enhancements

|IEEE 802.1x Local Authentication for Cisco LEAP .
IFEE 802 1¥ | acal Authenticatinn for FAPFAST M

Show Description(s) ._’ Continue



http://tools.cisco.com/ITDIT/CFN/Dispatch?act=featSelect&task=init�

802.1x Dynamic VLAN Assignment

4. Search by any CatOS or I0S version to see if your current image is listed in the Image Name section. If it is,
your current Cisco software/hardware should work with Sophos NAC Advanced.

Note: If you have hardware from another vendor, consult their materials to confirm if the hardware supports this

feature.
Features EEE 802.1x - VLAN Assignment
Software 108 [V]
Major Release Select One [V]
Release All Releases l"]
Platform CAT2950 ] —

Feature Set/License All Feature Sets/Licenses [V]
MNew Search
Search Results

Cisco 10S quick pick |atest Releases

GD Release

LD Release

ED Release 12.1(22)EA12

MD Release

Release Feature SetiLicense .——i ‘ImageName DRAM Flash
SortBy: Release Number |v |

12.1(22)EA12 C2950 EI AND 81105 CRYPTO IMAGE ©c2850-i6k212q4-mz 121-22 EA12 bin 16 8
12.1(22)EA12 C2950 EI AND 81108 IMAGE £2950-i5g412-mz 121-22 EA12.bin 16 8
12.1(22)EA11 C2950 EI AND 81108 CRYPTO IMAGE £2950-i5k212g4-mz. 121-22 EA11.bin 16 8
12.1(22)EA11 C2950 EI AND 81108 IMAGE £2950-i5g412-mz 121-22 EA11.bin 16 8
12.1(22)EA10a C2950 EI AND 81105 CRYPTO IMAGE ©20950-i6k212q4-mz 121-22 EA103.bin 16 8
12.1(22)EA10a C2950 EI AND 81105 IMAGE ©c2850-i6g412-mz 121-22 EA10a bin 16 8
12.1(22)EA10 C2950 EI AND 81105 CRYPTO IMAGE c2850-i6k212q4-mz 121-22 EA10 bin 16 8
12.1(22)EA10 C2950 EI AND 81105 IMAGE ©c2850-i6g412-mz 121-22 EA10.bin 16 8
12.1(22)EA9 C2950 EI AND 81108 CRYPTO IMAGE £2950-i5k212g4-mz 121-22 EAJ.bin 16 8
12.1(22)EA9 C2950 EI AND 81108 IMAGE £2950-i5a412-mz.121-22. EAJ.bin 16 8
12.1(22)EA8a C2950 EI AND 81108 CRYPTO IMAGE £2950-i5k212g4-mz. 121-22 EABa.bin 16 8
12.1(22)EA8a C2950 EI AND 81108 IMAGE £2950-i5g412-mz 121-22 EABa bin 16 8
12.1(22)EAB C2950 EI AND 81105 CRYPTO IMAGE ©c2850-i6k212q4-mz 121-22 EAB bin 16 8
12.1(22)EAS C2950 EI AND 81105 IMAGE Cc2850-i6g412-mz 121-22 EAS bin 16 8

Cisco Switch Configuration

The following settings were used to configure the Cisco 802.1x Catalyst 2950 switch. Other switches may use

different commands.

1. Follow the instructions for the switch to create the three virtual LANs (VLANS). For the purpose of this
document, they are referred to as guest, quarantine, and all access.

2. The location of the RADIUS server was set to point to the Compliance Application Server. For example: radius-

server host <app server IP> auth-port 1812 acct-port 1813 key <password>, where <app server IP> is the IP
address of the Compliance Application Server and <password> is the RADIUS server key.

The following is an example of a basic switch configuration on a Cisco 802.1x Catalyst 2950 switch. The

switch/router should be working with 802.1x prior to installing Sophos NAC Advanced. The following example is for

reference only.

Configuration Explanation

aaa new-model

Enables AAA/RADIUS.

aaa authentication dot1x default group radius

Creates an 802.1x “method list”.

aaa authorization network default group radius

Authorizes RADIUS to change the VLAN dynamically.

1813

radius-server host 10.2.3.1 auth-port 1812 acct-port

Identifies the Compliance Application Server IP
address and authentication/accounting ports.

radius-server retransmit 3

Tries 3 times before it times out.

radius-server key MyRadiusKey

Identifies the RADIUS server authorization key.

dotlx system-auth-contro

Turns on 802.1x authentication on the switch and is
required as of I0S 12.1(14), not required for previous
I0OS versions.
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Configuration Explanation

Interface FastEthernet0/1

switchport access vlan 5 Defines the VLAN the port belongs to.

switchport mode access Turns off VLAN “dynamic” mode. No trunking allowed.
dotlx port -control auto Enables 802.1x on a specific port.

dotlx guest-vlan 66 (Optional setting). Defines what VLAN to assign to

clients that fail authentication 3 times. Otherwise, the
port closes.

dotlx host-mode multi-host Allows both a host and a voice device to be
authenticated on an IEEE 802.1x-authorized port.

Server Settings for Network Policy Server (Windows Server 2008)

If you are using Windows Server 2008, use Network Policy Server to configure the DHCP server with IP scopes
corresponding to the various VLANs. For example, the guest VLAN is 10.0.181.0/24, the all-access VLAN is
10.0.182.0/24, and the quarantine VLAN is 10.0.183.0/24.

1. Onthe machine where Network Policy Server is installed, configure the remote access policies. From the Start
menu, select Administrative Tools P Network Policy Server.

2. Under Policies, click Network Policies.
Note: Either create a new network policy, or use an applicable existing network policy.
R

File Acton View Help

& [ FnHE

MPS (Local)
. R\'DIUJS Clients and Serv " Metwork policies allow you to designate who is authorized to connect to the network and the circumetances
e 1ENts &Nd Servers under which they can or cannot connect.
=] L‘J’ Policies s
| Connection Request Polici
J] e twork Polices Policy Name | Status | Processing Or\:lerl Access Type | 5. |
7| Health Palicies ,_dConnections to Microsoft Routing and Remote Access server Enabled Deny Access L.
W, Network Access Protection l_dConnections to other access servers Enabled Deny Access L.

B Accounting

-

Conditions - f the following conditions are met:

Condition ‘ Value |

Settings - Then the following settings are applied:

Setting ‘ Value E
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3. Right-click the policy and select Properties.
Note: Verify that the Grant access option button is selected.

Connections to other access servers Properties

Overview |Cond'rtions I Constrairts I Settings |

Palicy name: IConnecﬁons to other acoess servers

— Palicy State
If enabled, NPS evaluates this policy while performing authonization. I disabled, NPS does not evaluate this policy.

¥ Policy enabled %

— Access Permission
If conditions and constraints of the network policy match the connection request, the policy can either grant access or deny

access. What is access permission?

' Grant access. Grant access f the connection request matches this policy.
= Deny access. Deny access if the connection request matches this policy.

[~ Ignore user account dialin properties.
If the connection request matches the conditions and constrairts of this network policy and the policy grarts access, perform
autharization with netwark policy only; do not evaluate the dialin properties of user accounts .

— Metwork connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server type

aor Wendar spacfic.
% Type of network access server:
I Unspecified j

™ endor speciic:

10

QK I Canecel Apphy

4. Click the Conditions tab to specify the appropriate policy conditions.
5. Click the Constraints tab.
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6. Inthe Authentication Methods section, select the appropriate check boxes for authentication methods for the
environment.

Connections to other access servers Properties ll
Cwverview I Conditions ~Constraints I Settings I

Corfigure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints:

Alow access only to those clients that authenticate with the specified methods.

ication Methods

3_3 Idle Timeout EAF types are negotiated between NP5 and the client in the order in which they are
L, Session Timeout list=d.
X EAP Types:
|5 Called Station ID
- Microsoft: Secured password (EAP-MSCHAF v2) Move Up |
7 Day and time restrictions Wicroseft: Protected EAP [PEAF)
~ NAS Port Type Move Down |
I |

Add... I Edit... Remove |

Less secure authentication methods:
[V Microsoft Encrypted Authentication version 2 {(MS-CHAP-v2)
¥ User can change password after it has expired
¥ Microsaft Encrypted Authentication (MS-CHAP)
¥ User can change password after it has expired
[T Encrypted authentication {CHAP)
¥ Unencrypted authentication (PAP, SPAP)
71 Allow clients to connect without negotiating an authentication method
[T Perform maching health check only

ok | cancel | mesy |

7. Inthe EAP Types section, click Add.

8. Inthe Add EAP window, select Microsoft:Secured password (EAP-MSCHAP v2) or Microsoft: Protected
EAP (PEAP), and then click OK.
Note: Most implementations will choose just one EAP provider. Both options are included here for illustration
purposes.

9. If EAP-MSCHAP v2 is going to be used for authentication, then Active Directory must be set up for 802.1x
users to have their passwords stored in a “Reversible Password Encryption” format.

Important: If this is not set, then each user’s account will need to be modified to enable it, and each user’s
password will need to be reset in order for Active Directory to store it in the new format. Enabling the
“Reversible Password Encryption” feature within Active Directory without resetting the password will not work.
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Server Settings for Internet Authentication Service (IAS) (Windows Server

2003)

If you are using Windows Server 2003, use Internet Authentication Service (IAS) to configure the DHCP server with
IP scopes corresponding to the various VLANSs. For example, the guest VLAN is 10.0.181.0/24, the all-access
VLAN is 10.0.182.0/24, and the quarantine VLAN is 10.0.183.0/24.

1.

On the machine where IAS is installed, configure the remote access policies. From the Start menu, select
Administrative Tools P Internet Authentication Server.

Select Remote Access Policies.
Note: Either create a new remote access policy, or use an applicable existing remote access policy.

;"_.,;P Internet Authentication Service

File  Action ‘Yew Help

€= |00 XEB 2]+ v
@3 Internet Authentication Service (Local) Mame I QOrder I
-] RADIUS Clients e

Ci Remote Access Logging

E& Remote Access Policies
{_] Connertion Request Processing




802.1x Dynamic VLAN Assignment

3. Right-click the policy and select Properties.
Note: Verify that the Grant remote access permission option button is selected.

Connections to other access servers Properties I

Settings I

Specify the conditions that connechion requests must matkch.

Paolicy conditions:
Day-Aind-Time-F

un 00:00-24:00; korn 00:0C

Agd.. | Edt. Bemove

If connection requests match the conditions specified in this policy, the
associated profile will be applied ta the connection.

Edit Brofile... |

Unless individual access permissions are specified in the user profile, this
policy controls access to the network.

If & connection request matches the specified conditions:
' Deny remate access permission

% Grant remate access permission

ak, I Cancel | Zapply

4. Specify the appropriate policy conditions.
5. Click Edit Profile...
6. Inthe Edit Dial-in Profile window, click the Authentication tab.

Edit Dial-in Profile [ 2] %] I

Diakin Constraints | IP | Ml
Authentication l Encryption | Advanced

Select the authentication methods pou want ta allaw for this connection,

¥ Microscit Encrypted Authentication version 2 [MS-CHAF v2)
¥ User can change password after it has expired

¥ Microzclt Encrypted Authentication [M5-CHAF)
¥ User can change password after it has expired

™ Enciypted authentication [CHAR]

¥ Unenciypted authentication [F&P. SPAR)

~ Unauthenticated access

=l Allow clients to connect without negotiating an authentication
methad.

Ik, | Cancel | Apply I

7. Select the appropriate check boxes for authentication methods for the environment.
8. Click EAP Methods.



802.1x Dynamic VLAN Assignment

10.

In the Select EAP Providers window, select Protected EAP (PEAP) or MD5-Challenge, and then click Add....

Note: Most implementations will choose just one EAP provider. Both PEAP and MD5 are included here for
illustration purposes.

If MD5 is going to be used for authentication, then Active Directory must be set up for 802.1x users to have
their passwords stored in a “Reversible Password Encryption” format.

Important: If this is not set, then each user’s account will need to be modified to enable it, and each user’s
password will need to be reset in order for Active Directory to store it in the new format. Enabling the

“Reversible Password Encryption” feature within Active Directory without resetting the password will not work.

Select EAP Providers E l

EAF types are negotiated in the arder in which they are listed.

EAF types:

I D5-Challenge Moye g
Pratected EAR [PEAP) __I

Mowve Down

Add... Edi Remove | ok | Cancel

11
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Compliance Manager Settings

For more explicit instructions and additional information on using the Sophos NAC Advanced Compliance Manager,
see the Compliance Manager online help.

Creating RADIUS Enforcer Access Templates

1.

Log on to the Compliance Manager, and access Enforce > RADIUS Enforcer Access Templates > Create
RADIUS Enforcer Access Templates to create a RADIUS Enforcer access template with an IP Address
pointing to the switch. This template will point to the “good” VLAN (all access or guest).

In the Template Compliance States section, select the Compliant check box.

In the RADIUS Client IP Addresses section, type the IP address of the switch, and click Add to add the IP
address to the template.

In the RADIUS Attributes section, select Accept as the network access type.

Create an accept attribute with the name Tunnel-Private-Group-ID. Set its Number to 81, Format to Text, and
Value to VLANO0182. In this case, NAC Advanced will be pointing to VLANO0182 (the “good” VLAN).

Important: This value must be set to whatever the VLAN NAME is on the switch. This value must be exactly as
the switch sees the VLAN or it will not be able to put the user in the VLAN. If you want to know how the switch
sees the VLAN, perform a “show vlan” on the switch to display the VLAN name. If the VLAN has not been given
a custom name, then the switch will automatically name it something like VLANO0182. Use the output from this
process to determine what value to use. For example, you may think the value is VLAN1, but the switch sees
the value as VLANOOO1.

[ EEEEEEEEEEEEEEEEB—T
* MANAGE + ENFORCE = REPORT * CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
AGENT ENFORCER. ACCESS TEMPLATES RADIUS ENFORCER ACCESS TEMPLATES = DHCP ENFORCER ACCESS TEMPLATES = NETWORK RESOURCES = EXEMPTIDNS MY LINKS
El Enforce : Update RADIUS Enforcer Access Template
Select the kemplate compliance states, add RADIUS client IP addresses or select ANY, specify Accept or Reject network access, create associated RADIUS attributes, and click Save. Click Help for
information on access kemplake settings.
Name: version: Description: Template Compliance States: @ [¥] compliant
|8021 % Enforcement Accepk + {Used when creating policy) & DPartiaIIy Compliant
Lock O DNon-Comphant
Clas Network Access: | Accept hd
| JERTRERY T few
ﬂ Tunnel-Made-Type & (B02) Type: Standard -
Tunnel-Private-Group-ID
BB Tunnel Type- 13 (LA Name: [rurmel-private-Group-ID
Number: a1
Format: Text v
Value: vLANLE2
View Usage Details | Concel | | savensnew [N seve |
I 2000-2007 Sophos Group, All rights reserved, I

12
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6. Click New to create another attribute with the name Tunnel-Mode-Type 6(802). Set its Number to 65, Format
to Integer, and Value to 6.

+ MANAGE « ENFORCE + REPORT = CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |

AGENT ENFORCER ACCESS TEMPLATES | RADIUS ENFORCER ACCESS TEMPLATES = DHCP ENMFORCER ACCESS TEMPLATES = METWORK RESOURCES =~ EXEMPTIONS MY LINKS

Bl Enforce ! Update RADIUS Enforcer Access Template

Select the temp\ate compllance states, add RADIUS cI|ent P addresses ar select AN, speclfy Accept ar Re]ect network access, creake assdclated RADIUS attrlbutes, and cllck Save, Cllck HeIp Fdr
information on access template setkings,

Mame: Version: Description: Template Compliance States: @ [l compliart
5021 ¢ EnFarcement Accapt 4 {Used when creating poficy} » [partially Compliant
Lock O DNdn-CDmpllant
US Client IP Addresses RADIUS Attributes
Network Access —
|:| an ‘ Accepk w

B e
ﬁ Tunnel-Mode-Type & (302) Type: Skandard ~

ﬁ Tunnel-Private-Group-10

f& Turnet-Type-13 (WLAND Name: Turinel-Mode-Type & (B0
Number: 65
Format: _Integer R
Walue: 5

View Usage Details | Cancel | | save |

L 2000-2007 Sophos Group, All rights reserved.

7. Click New to create another attribute with the name Tunnel-Type 13(VLAN). Set its Number to 64, Format to
Integer, and Value to 13.

* MANAGE « ENFORCE  « REPORT * CONFIGURE SYSTEM Home | My Account | sbout | Help | Logof |

AGENT ENFORCER. ACCESS TEMPLATES = RADIUS ENFORCER ACCESS TEMPLATES | DHCP ENFORCER ACCESS TEMPLATES | NETWORK RESOURCES | EXEMPTIONS MY LINKS

Bl Enforce : Update RADIUS Enforcer Access Template

Se\ect the template cumpllance states, add RADIUS cllent P addresses or select AN, speclfy Accept or Re]ect netwurk access, creake assuclated RADIUS attnbutes, and chck Save, Cllck Help FUr
information on access template settings.

Name: ¥ersion: Description: Template Compliance States: @) [#] compliart

4 Used why i I
[021 . Erforcement accept (Used when creating policy) ) [ partialy Compliant
Lock 0 [ Mer-Campliant

— Network Access:

@6
ﬁ Tunnel-Mode-Type & (802) Type: Standard v
ﬁTunnel-Private-Grdup-ID
ﬁ Tunnel-Type-13 (¥LAN) Name: Tunnek-Type-13 (WLAN)

Number: )
Format:
value: s

2000-2007 Sophos Group, All rights reserved.

13
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8. Click Save to save the RADIUS Enforcer access template.

Important: Each of these attributes must be set up exactly as it is seen here, or it is very likely that the switch
will not properly assign the VLAN to the NAC Advanced user. The following explains the attributes that you

defined:
RADIUS Attributes Used Attribute Description

Tunnel-Mode-Type 6 (802) This attribute indicates the tunneling protocol(s) to be used. In this instance,
the Value is 6, meaning that there is an IP Authentication Header in the
Tunnel-mode (AH). (RFC2868)

Tunnel-Private-Group-1D This attribute indicates the group ID for a particular tunneled session. In this
case, the value for this attribute needs to be the exact name as it is labeled
on the switch port for the switch to understand which VLAN to place the
user in. (RFC2868)

Tunnel-Type-13 (VLAN) This attribute indicates the tunneling protocol(s) to be used. In this instance,
the Value is 13, meaning that the type of tunnel is a VLAN. (RFC3580)

9. Create a new RADIUS Enforcer access template with an IP address pointing to the switch. This template will
point to the “quarantine” VLAN.

10. In the Template Compliance States section, select the Non-Compliant check box.

11. In the RADIUS Client IP Addresses section, type the IP address of the switch, and click Add to add the IP
address to the template.

12. In the RADIUS Attributes section, select Accept as the network access type.

13. Create an accept attribute with the name Tunnel-Private-Group-ID. Set its Number to 81, Format to Text, and
Value to VLANO0183. In this case, NAC Advanced will be pointing to VLANO0183 (the “quarantine” VLAN).

] sophos nac
* MANAGE « ENFORCE « REPCRT + CONFIGURE SYSTEM Home | My sccount | sbout | Help | Logoff |
AGENT ENFORCER ACCESS TEMPLATES RADIUS EMFORCER ACCESS TEMPLATES DHCP ENFORCER ACCESS TEMPLATES = NETWORK RESOURCES | EXEMPTIONS MY LINKS
B Enforce : Update RADIUS Enforcer Access Template
Select the template compliance states, add RADIUS client IP addresses ar select AMY, specify Accept or Reject nebwark access, create associated RADIUS attributes, and click Save. Click Help Far
infarmation on access template settings.
Name: Version: Description: Template Compliance States: @) [ campliant
[0z 13 Enforcement quarantine 3 {Used when creating policy) ) [Partially Compliant
L o
Lock e [ han: Cornpliant
RADIUS Client IP Addresses RADIUS Attributes
Network Access:
D AN Accept w
@uesoon
ﬁ Tunnel-Mode-Type & (302) Type: Standard L
ﬁTunnel—Private—Group—ID
ﬁ Turnel-Type-13 (YLAN) Name: Tunnel-Private-Group-10
Number: 61
Format: Texk hd
value: VLAND1E3
View Usage Details | cancel | [ savensven [N save |
L— 2000-2007 Sophos Group. All rights reserved, “

14



802.1x Dynamic VLAN Assignment

14. Repeat steps 6 and 7 to set up the two additional accept attributes.
15. Click Save to save the RADIUS Enforcer access template.

Note: You must create a policy and add the two RADIUS Enforcer access templates that were just created.
Each template that was created was applied a network access type of “Accept”. If either one of the templates
had a network access type of “Reject”, then the switch would deny all access to the port and would not switch
the VLAN for the user.

Creating a Policy

To use the access templates you created, you must create a policy and add the two RADIUS Enforcer access
templates to it.

1.
2.
3.

6.

In the Compliance Manager, access Manage > Policies > Create Policy.
Type a name and description for the policy.
Select the Default Policy check box to make this policy the default policy.

Only one policy can be a default policy. The default policy is assigned if an endpoint has the Agent installed but
the user or endpoint does not belong to a group in the Compliance Manager, or the user or endpoint belongs to
a group and that group is not yet assigned to a policy. If an endpoint does not have an Agent installed and is
not using the Dissolvable Agent, then Enforcer settings determine network access.

Click the Policy Mode list box to select the policy mode. The following policy modes are available:

= Report Only: Endpoints are evaluated against profiles in policy and report information is generated in the
Compliance Manager; however, no messages are displayed, no remediation actions are performed on the
endpoint, and no enforcement actions are taken. The Report Only mode uses the access templates
assigned in step 11.

= Remediate: Endpoints are evaluated against profiles in policy, report information is generated in the
Compliance Manager, messages are displayed, and remediation actions are performed on the endpoint;
however, no enforcement actions are taken. The Remediate mode uses the access templates assigned in
step 11.

= Enforce: Endpoints are evaluated against profiles in policy, report information is generated in the
Compliance Manager, messages are displayed and remediation actions are performed on the endpoint,
and access templates are applied for the appropriate access or compliance states. The Enforce mode uses
the access templates assigned in step 11.

In the left navigation Agent area, click Settings. Do any of the following, if applicable:
= Specify the Continuous Agent Settings. These settings apply only to endpoints running the Continuous
Agent or the Quarantine Agent:
= Policy Refresh Interval: Identifies how often the Continuous Agent or Quarantine Agent retrieves
policy.
= Assess and Enforce Interval: Identifies how often the Continuous Agent or Quarantine Agent verifies
if the endpoint is in compliance.
= Report Interval: Identifies how often the Continuous Agent or Quarantine Agent sends report data to
the server.

In the 802.1x Agent Settings area, click the Agent Enforcement Action list box and select Reauthentication.
By doing this, the Agent forces an 802.1x Reauthentication, which will move the machine in and out of the
“good”/"quarantine” VLANSs as necessary. If this is not set, the client will be compliant or non-compliant, but the
VLAN will not automatically switch. For this reason, it is highly recommended that this option be set to
Reauthentication in an 802.1x environment.
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E sophos compliance manager
» MANAGE = ENFORCE » REPORT +« CONFIGURE SYSTEM Homa | My fccount | About | Halp | Legoff |
POLICIES AGENT CONFIGURATION TEMPLATES PROFILES GROUPS APPLICATIONS PATCHES ENDPOINTS MY LINKS
@ manage : Update Policy - policy 1
Paolicy Settings
Agent
ent Settin
O settings Ao i
Profiles Continuous Agent Settings Quarantine Agent Settings
) Operating Systems
© customi Policy Refresh Interval: 1 Mirnkes -I Quarantine Override: True =
This value identifies how often the Quarantine or This vahse idertifies whether endpoint users can override
Network Access Contirmous Agent ratreves policy. quaranting,
4] Agent
: findes =] DHCP Agent Settings
B RADIUS Assess and Enforce Interval: 1 Mirutes g q
This value identifies bow often the Quarantine or
B pHCP Continuous fgent verifies F the endooirt is in Agent Enforcement Action: Mane -
comphance. gubben o sed to obtain new IF
Reporting Interval: 3 Haurs -I
This value identifies how often the Quarantine or 802.1x Agent Settings
Continuoius Agent sends report dats bo the server.
Agent Enforcement Action: m
Configuration Settings This vahss establishes the action bo perform to remove an
endpaink from a quarantine YLAN,
Agent Configuration Template: [None
© addsrtics [ e |
&) 2000-2009 Sophos Group. All rights reserved.

7. Click Add Profiles.

8. Select the check boxes beside the operating system profiles you want to add to the policy, and click OK. If you
selected more than one operating system profile, you can prioritize the operating systems for evaluation.

Important: You must first add an operating system profile to the policy and then add profiles of other types to
the policy. Unlimited profiles can be added to a policy. At a minimum, at least one operating system profile must
be added to a policy. Policies must contain corresponding operating system profiles for each operating system
you want to evaluate on endpoints.

Policy Behavior Description

The operating system profile is required and is evaluated as a

best profile. In the case that one of the required operating systems is not
installed on the endpoint, then the Else condition compliance state from the
highest priority operating system profile is used to determine the compliance
state and actions for the operating system profile type, and no additional
profiles for that policy are evaluated.

Required - Use Best Profile

Each profile of a particular type within a policy is evaluated on the endpoint,
the best match is determined, and only the warranted actions associated
with the best match profile are taken. The Best behavior uses the profile
that is the most compliant on the endpoint to determine the compliance
state for the profile type in policy. Application profiles, unless designated
otherwise, are evaluated in this way. If none of the profiles that are
evaluated is installed on the endpoint, then the Else condition compliance
state from the highest priority profile is used to determine the compliance
state and actions for the profile type in policy.

Use Best Profile

Use All Profiles All profiles of a particular type within a policy are evaluated on the endpoint,
and warranted actions associated with all of the profiles are taken. The All
behavior uses the profile that is the least compliant on the endpoint to
determine the compliance state for the profile type in policy. Patch profiles
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Policy Behavior Description

are evaluated in this way. Application profiles that you want to prevent on
the endpoint can be evaluated in this way.

9. As necessary, click Add Profiles to add profiles of another profile type to the policy, click the Profile Type list
box to select the profile type, select the check boxes beside the profiles you want to add to the policy, and click
OK. Repeat this step as necessary to add additional profiles to the policy.

10. If you selected any application or patch profiles, you can specify the operating systems on which the application
or patch will be evaluated. Also, if you selected more than one application profile, you can prioritize the
applications for evaluation.

Operating Systems and Priority

Sophos Anki-Yirus 5. Profile Sophos Anti-Yirus 5. 4 %
Sophos Anki-irus version 3.80 3.80  Sophos Anki-Wirus wversion 3.50 Q ‘5
Profile

CA eTrusk Ankivieus 7. Profile 4 eTrust Ankivirus 7% D D D ‘ﬁ‘ ‘5

Deselect the check boxes for the operating systems on which you do not want the applications or patches evaluated. As necessary,
use the arrows to prioritize the application evaluations. Grayed out boxes indicate that an evaluation of the application or patch on
a particular operating system is not available or supported.

11. In the left navigation Network Access area, click the RADIUS enforcement type. To add access templates for a
particular access state, click the appropriate policy mode tab, click Select, select the option button or check
boxes beside the access templates and beside the access states that the templates apply to, and click OK. You
can also leave or delete the current access templates. The following policy modes and access states are
available:

Note: By default, each policy is automatically populated with access templates for each of the access states,
based on the templates defined in the Compliance Manager and their associated template compliance states. If
you have defined RADIUS Enforcer access templates, all templates of a particular compliance state are
automatically applied to each access state; you can prioritize or delete them as necessary.

Policy Mode Descriptions and Access States ‘
RADIUS
Report Only Endpoints are evaluated against profiles in policy and report information is

generated in the Compliance Manager; however, no messages are displayed, no
remediation actions are performed on the endpoint, and no enforcement actions
are taken. Select a RADIUS Enforcer template that enables access for traffic
originating from the endpoint.

Important: If you apply a RADIUS Enforcer access template that prevents
network access in the Report Only mode, all requests that match the selected
template will be denied access regardless of their actual compliance state. To
enforce a compliance state, you must change the policy mode to Enforce.

Remediate Endpoints are evaluated against profiles in policy, report information is generated
in the Compliance Manager, messages are displayed, and remediation actions are
performed on the endpoint; however, no enforcement actions are taken. Select a
RADIUS Enforcer access template that enables access for traffic originating from
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Policy Mode Descriptions and Access States ‘

the endpoint.

Important: If you apply a RADIUS Enforcer access template that prevents
network access in the Remediate mode, all requests that match the selected
template will be denied access regardless of their actual compliance state. To
enforce a compliance state, you must change the policy mode to Enforce.

Enforce Endpoints are evaluated against profiles in policy, report information is generated
in the Compliance Manager, messages are displayed and remediation actions are
performed on the endpoint, and access templates are enforced for the following
access states. The selected RADIUS Enforcer access templates associated with
each state in policy determine network access when the endpoint is in that state.

Enforcer State:

o Policy Retrieval Error: The user’'s compliance state is out-of-date
according to the RADIUS Policy Update Threshold field configured in the
Configure System > Enforcer Settings area.

Compliance States:

e Compliant: The assessment determined the endpoint is compliant with
the policy.

e Partially Compliant: The assessment determined the endpoint is
partially compliant with the policy.

e Non-Compliant: The assessment determined the endpoint is not
compliant with the policy.

12. As necessary, use the arrows to prioritize RADIUS Enforcer access templates. If more than one template applies
to a particular state, the first template that meets the state is used. Sophos recommends that you prioritize the
more specific/strict access templates first and the less specific/strict access templates last.

13. Click Save.
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Microsoft Supplicant Settings (Protected EAP Protocol)

To set up the Microsoft supplicant using Protected EAP (PEAP) protocol, use the following procedure for Windows
XP (SP1 and SP2) and Windows 2000 SP4.

1.
2.

From the Start menu, select Control Panel > Network Connections.

In the Network Connections window, double-click the local area connection that is connected to the switch. The
Properties window for the local area connection displays.

In the Local Area Connection Properties window, click the Authentication tab.

Note: If the Authentication tab does not appear in the Local Area Connection Properties window in Windows
XP, verify that the Wireless Zero Configuration service is started and the startup type is set to Automatic. For
Windows 2000 SP4, verify that the Wireless Configuration service is started and the startup type is set to
Automatic.

Select the Enable IEEE 802.1x authentication for this network check box, and select Protected EAP
(PEAP) from the EAP type list box. This step specifies the PEAP protocol between the client and the switch.

-i- Local Area Connection Properties @E|

| General Authentication :l.-’-'-.dvanced:

Select thiz option to provide authenticated network, access for
Ethernet networks.

Enable |IEEE 802 1w authentication for thiz network,

EAP wpe: | Protectsd EAP [PEAF) v
tD5-Challenge

Frotected EAP |
Snart Card or other Certificate

[] Authenticate as computer when computer information is available

[] Authenticate as guest when uger or computer infarmation is
unavailable

(1] ] [ Cancel
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5. Click Properties.

6. Inthe Protected EAP Properties window, clear the Validate server certificate check box if you are not using
server certificates to validate authentication.

Protected EAP Properties |E|g|

‘When connecting:

[(l¥alidate server certificate:

[ aBA.ECOM Rook CA r
[] Autoridad Certificadora de la Asaciacion Nacional del Motaria
[] aAukoridad Certificadora del Colegio Macional de Correduria P
[] Baltimare EZ by DST

|:| Belgacam E-Trust Primary CA

I:‘ Co HET SecureMet CA Class A

|:| CM HET Secureiet Ca ClassE it
4 |

Select Authentication Method:

|53cured password (EAP-MICHAP v2) v !

[]Enable Fast Reconnect

[_ Ok ][ Cancel ]

7. From the Select Authentication list box, select Secured password (EAP-MSCHAP v2) as the authentication
method.
8. Click Configure...

9. Inthe EAP MSCHAPV2 Properties window, select Automatically use my Windows logon name and
password check box if you are using your Windows (local machine) logon and domain to authenticate to
802.1x.

EAP MSCHAPv2 Properties

When connecting:

] Autornatically uze my Windows logon name and
pazsword [and domain if any).

[ ()4 |[ Cancel ]

10. Click OK on each window to save these new properties.
11. Disable and re-enable the local area connection to force a re-authentication to the 802.1x switch.
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12. If you are not using your Windows logon and domain for authentication, a window displays prompting you to re-
enter your credentials.

Re-enter Credentials

Windows was unable to connect ta the netwaork. using the user
name and passward you provided. Pleass by again,

User name:
Password: m

Diomain:

QK l [ Cancel

13. Access the Compliance Agent, and type the appropriate user credentials to properly authenticate the machine.
14. Disable and re-enable the local area connection or disconnect and reconnect the network cable.

Note: This step is the only way to force the Microsoft 802.1x supplicant to re-establish access to the proper
LAN.

Note: Since Windows caches credentials for Protected EAP authentication, no prompt will display to re-enter
credentials until the password has been changed in Active Directory.

Microsoft Supplicant Settings (Protected EAP Protocol) for Windows XP SP3+

For Windows XP SP3 and greater operating systems, Microsoft has changed the default authentication mechanism
so that the supplicant uses both Machine authentication and User authentication “MachineOrUser” mode. Details
can be found at http://support.microsoft.com/kb/949984/.

This behavior is not ideal since the supplicant will try first to authenticate the machine when it is in the boot process.
As a result, the machine will send its authentication to the 802.1x switch, which forwards the request to the
Compliance Application Server. The Compliance Application Server has no knowledge of the machine since NAC is
user-based. As such, the machine will always be put into the quarantine VLAN when it is booting up. Additionally,
the Microsoft's supplicant does not always try to re-authenticate the user when the user logs in. Therefore, even if
the user is compliant, the machine may still be in the quarantine VLAN. Because of these reasons, it may be
necessary to change this behavior.

In this case, the SP3 supplicant machine’s 802.1x profile can be modified to use only User authentication just as it
did for Windows XP SP2. This change can be made by following the steps in the Microsoft knowledgebase article
929847 (http://support.microsoft.com/kb/929847), which describes how to put the machine into computer-only
authentication mode. Since the article describes how to put the machine into computer-only mode and the desired
mode is user-only, you will need to substitute the word “user” for “machine” within the XML file example:
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oneX xmlns="http://wew.microsoft. com/networking/oneX/v1™»

<cacheUserpatarfalse</cacheUserDatax
user

<authvode SMmsadge</authsode>

<EAPConfigs...</EAPCONfig>

< /onex>

Important: Do NOT forget to complete step 4 (below the wireless connections in the procedure). This step forces
the supplicant’s profile to use the “user” authentication mode. If this step is not completed, then the machine will
continue to be in “UserOrMachine” mode. Once you have confirmed that step 4 was completed, re-run Step 2 to
force re-creation of the profiles. You can then confirm that the “user” setting is in the Local Area Connection.xml
configuration. If it is not, then you will need to perform the steps in the knowledgebase article again since the setting
was not correctly inserted into the supplicant’s configuration the first time.

If <authMode> Tags Are Missing

The Microsoft knowledgebase article assumes that the <authMode> tags exist within the Local Area
Connection.xml file. If the tags do not exist, then you must modify the XML file to include them since the default is
“MachineOrUser” when the tags are not present. You must also place these tags in the correct position. You should
insert them below the <OneX xmins> tags tags and above the EapConfig tags, as shown here:

Original:
<?xml version="1.0"2%
<LANProfile mxmlns="http://www_microsoft.com/networking/LAN/profile/wv1">
<MSM>
<3ecurity®
<CneXEnforced*false</CnelEnforceds
<CneXEnabled>true</CneXlEnabled>
<Cne¥ mmlns="httep://www.microsoft.com/networking/Cne¥/v1">
<EARPConfig»<EapHostConfig xmlns="http://www.microsoft.com/provisioning/EapHostConfig"*»<EapMethod><Type xmlns="htt
</ One¥>
</3ecurity>
</MSM>
</LENDProfile>

New:
<%xml wersion="1.0"7>
<LANProfile xmlns="http://www._microsoft.com/networking/LaN/profile/vl™>
<MEM>
<gecurityr
<Cne¥Enforcedrfelse</One¥Enforceds>
<Cne¥Enabled>true</inelEnabled>
<0ne¥ xmlns="http://www.microsoft.com/networking/CneX/v1">
<authMode>user</authMode>
<ERPConfigr<EspHostConfig xmlns="http://www_microsoft_com/provisioning/EapHostConfig"»<EepMethod»<Type xmln:
</ CneX>
</gecurity>
< /MSM>
</LENProfile>

After the tags have been added, go to step 4 in the article and run the appropriate command to insert the new
profile into the supplicant.
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Microsoft Supplicant Settings (MD5-Challenge Protocol)

Note: MD5-Challenge protocol applies to Windows Server 2003 (not Windows Server 2008). Protected EAP
(PEAP) protocol can also be used for Windows Server 2003.

To set up the Microsoft supplicant using MD5-Challenge protocol, use following procedure on Windows XP (SP1
and SP2) and Windows 2000 SP4.

1.
2.

From the Start menu, select Control Panel » Network Connections.

In the Network Connections window, double-click the local area connection that is connected to the switch. The
Properties window for the local area connection displays.

Select the Authentication tab.

Note: If the Authentication tab does not appear in the Local Area Connection Properties window in Windows
XP, verify that the Wireless Zero Configuration service is started and the startup type is set to Automatic. For
Windows 2000 SP4, verify that the Wireless Configuration service is started and the startup type is set to
Automatic.

Select the Enable IEEE 802.1x authentication for this network check box, and select MD5-Challenge from
the EAP type list box. This step specifies the MD5 protocol between the client and the switch.

Disable and re-enable the local area connection.

A balloon message displays above the network icon in the system tray. Click this balloon. The Local Area
Connection RADIUS window displays.

Local Area Connection

Uzer name:

Pazzward:

Logon domain; |

ak, ] [ Canicel
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7.

8.
9.

10.

Type the RADIUS user name, password, and logon domain (if required) in the provided fields, and then click
OK.

Assuming that the Agent has not been authenticated to Sophos, the machine will be placed in the quarantine
VLAN. The Local Area Connection Status window displays that the machine was assigned IP address
10.0.183.21 on the quarantine VLAN.

- Local Area Connection Status

| General| Support _

Connection status

“jEL-I! Addresz Type: Agzigned by DHCP
=5 P addiess 10018321
Subhet Mazk: 255,285, 256.0
Default Gateway: 1001831

windows did not detect problens with this
connection. IF you cannot connect, chick

Repair.

Lloge

Access the Compliance Agent, and type the appropriate user credentials to properly authenticate the machine.

Disable and re-enable the local area connection, or disconnect and reconnect the network cable. The Local
Area Connection RADIUS logon window displays.

Note: This step is the only way to force the Microsoft 802.1x supplicant to re-establish access to the proper
LAN.

Type the appropriate logon information.

Note: Since the client machine has been properly authenticated through Sophos, the machine is placed in the
all access VLAN.
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Juniper Networks Odyssey Access Client Supplicant

To set up Juniper Networks Odyssey Access Client supplicant using PEAP or MD5-Challenge protocol, use the
following procedure for Windows XP (SP2 and SP3).

1. After installing Odyssey Access Client, open Odyssey Access Client Manager, and select Profiles.

Odyssey Access Client Manager =] x|

File Tools Help

W Adapters Profiles
The Following profiles are configured:

W Infranet Controllers Tnitial Profile add

W Configuration =
Emove

fl

EE-E Profiles

;’; Metwarks

My Auto-Scan Lists

@ Trusted Servers

+ #) Adapters

* Infranet Controllers

Properties ...

2. Select Initial Profile and click the Properties...
3. Inthe Profile Properties window, click the User Info tab.
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4. Use the login name that is already specified for this profile (for use with SSO), select the Permit login using
password check box, and select the appropriate password option button.

Profile Properties x|
Profile name: I Initial Profile

User Info |.¢\uthenticatinn| s | eeap | Juac |

Login name: I LAB administrakor

Password | Certfficate | Soft Token | 51 Card

v Permit login using password

% Use Windows password

{~ Prompt For password

™ Prompt For login name and password
" Use the Following password:

I~ | Wnimask:

Ok I Cancel |

5. Click the Authentication tab, and then click Add....
6. Inthe Add EAP Protocol window, select EAP-PEAP or EAP-MD5-Challenge, and then click OK.
Note: The other EAP protocols were not tested for this document.

Add EAP Protocol x|

Select one or more protocols ko add;

EaP-TLS

EaP-PEAP
EaP-GenericTakenZard
EaP-MDS-Challenge

EAP-LEAP
EAP-STM
EAP-AKA
EAP-FAST
EAP-POTR

| Ik I Cancel
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7. Inthe Profile Properties window, select the EAP-TTLS protocol, and then click Remove.

Profile Properties x|

Prafile name: I Initial Profile

User Info  Authentication |TTLS | PEAR | 20ac |

Authentication protocols, in order of
EAP-TTLS o | b |
EAP-MLS-Challenge
Add ... |
Remove |

v yalidate server certificate

Token card credentials

Credentials to use with EAP-FAST or EAP-PEAP when the
inmer method is EAP-GenericTokenCard or EAP-POTP:

{® Use my password

€ Prompt: for koken information

el A e N = = A0y maus

(ou can enter an anonymous name to keep your [ogin name
private with most EAP pratocals, )

oK I Zancel |

8. Click OK to return to the Odyssey Access Client Manager.
9. Click Adapters, and then click Add....

10. In the Add Adapter window, select the adapter that is connected to the 802.1x switch, and then click OK to
return to the Odyssey Access Client Manager.

Add Adapter |
Select an adapter For use with Odyssey:

wiireless | wired 80,1 |

Ethernet Intel 21140-Based PCI Fast Etherne. ..

" wireless adapters only ' all Adapters

K, I Cancel
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11.

12.

13.

14.

In the Adapters section, select the adapter, select the profile from the Profile list box, and select the Connect
to the network check box. If the password was not set in the Odyssey profile properties, a window displays
requesting the password.

Type a valid password, and then click OK. The Odyssey Access Client Manager indicates that the machine is
connected to the quarantine or compliant VLAN.

Access the Compliance Agent, and type the appropriate user credentials to properly authenticate the machine.
These credentials should match what was entered for the supplicant so that the two usernames match. If the
usernames do not match, then the user will always be kept in the quarantine VLAN.

After an assessment is done and the compliance state changes, assuming that the 802.1x Agent Enforcement
Action within the NAC policy is set to “Reauthentication” and the DHCP Enforcement Action is set to
“Release/Renew”, the user’s NIC will disable and re-enable and the user will be placed on the network with the
newly assigned VLAN and IP address. If the compliance state does not change, then the user’s NIC will not be
“flipped” and the user will stay in the same VLAN. If the user wants to force the re-authentication without using
the policy, then they can de-select the check box on the adapter and it will disconnect the supplicant.

File Tools Help

W Adapters Ethernet

Adapter: + # Broadcom Met¥treme 57 Gigabit Controller
* @ Ethernet
bk Use Odyssey ko operate this adapter

+ WiFi
¥ Infranet Controllers

W Configuration

Profile: % Initial Prafile
[TJonnect ko the network

Connection Information

Profiles Satus! cable unplsgged
Elapsed time:

;’; Metworks
Access point: switch

¢y Auto-Scan Lists 1P address:

|§:— Trusted Servers

+ ®) Adapters

* Infranet Controllers

Packets injout:

Infranet Controller
Skatus:
Server!
Campliance:

Reconnect

© A @ =0

28



802.1x Dynamic VLAN Assignment

Cisco Secure Services Client Supplicant

To set up Cisco Secure Services Client supplicant using PEAP or MD5-Challenge protocol, use the following
procedure for Windows XP (SP2 and SP3).

1. Before downloading Cisco Secure Services Client (SSC), you must first download Cisco Secure Services Client

Management Utility (SSCMgmtULtil) and install it so that you can configure the client, as there is no other way to
configure the client.

2. After the tool and the client have been downloaded, run the sscManagementUtility.exe to open Cisco SSC

Management Utility, and click Create New Configuration Profile.
x|

i
CIsCcoO

Welcome to Enterprise Deployment Configuration

This Enterprise Deployment wizard For Cisco S5C enables network and desktop administrators to centrally
canfigure, deploy, and manage the Secure Services Client in an enterprise environment,

» Gives IT professionals the capability to enforce network security polices on end stations,

» Provides IT professionals with the Flexibility to configure various settings to suppart existing
enterprise standards and reduce suppart: calls,

» Offers end users a hassle free netwarking experience.

Create Mew Configuration Profile = |

IModify Existing Configuration Profile = |

Process Existing Configuration Profile = |

This Client Package Tool will only work for 55C 5.1 and higher configurations,

Create Pre-Configured Client Package > I

SscManagementUtlity (5.1.0,3)

2008 Cisco Systems, Inc, &I

3. Select the version of Cisco SSC (in this example, 5.1) that you want to configure, and then click Next.

x
Wl | Il I 1 Select Cisco S5C Version
Cisco

Please select the Cisco 55C Version For which you would like to create a new Deployment Configuration,

Cisco 55C 5.1 > |
Cisco 55C 5.0 > |

™ view Configuration XML while editing (advanced users)

SscManagementUtility (5.1.0.3) ,—I .
2008 Cisco Systems, Inc. < Bark Qi
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4. Select the Attempt connection after user logon option, select the Allowed Wired (802.3) Media check box,
and then click Next

&) Cisco 55C 5.1 Configuration Profile

Cisco

Client Policy

—Licen:

™ Provide License

I####-####-####-####-####-####-####-####-####-####-####-####-####-####-#

—Connection Setting:

" Attempt connection before user logon

Mumber of seconds to wait before allmwing user ta logon |30

¥ Atternpt connection after user logon

Default Connection Timeout |4D Defaulk Association Timeout |3

—allowed Medi
™ Ao wi-Fi (wireless) Media
I~ Enable walidation of WPAMWPAZ handshaks
¥ Ao Wired (802,3) Media WPN Authentication Mechanism
I~ allow veH IPassword LI

< Back | Next = I Caneel |

5. Select the desired authentication modes (in this example, PEAP and EAP-MSCHAPV2), along with your license
information (at the top), and then click Next.
€) Cisco 55C 5.1 Configuration Profile

ol I (N I 1+ Authentication Policy

CIsCO

—Allowed Association Modes ————  —Allowed Authentication Modes
Select All
[~ select all I Selec
I~ Cpen (no encryption) I~ LEaP
[~ Open (Skatic WEP) ¥ PEAP

[~ shared (WEF)

[~ WPa Personal TKIP
[~ wPa Personal AES ™ EAP-FAST
[~ WPAZ Personal TKIP
[~ 'wPAZ Personal AES

[~ EAR-GTC

[~ EAR-MDS

¥ EAR-MSCHARYE

™ Select Al I eap-TLs
[~ Ear-TTLS

[~ Open (Dynamic (302, 1X) WEP)
[~ WP Enterprise TKIP

[~ WP Enterprise AES

[~ WPAZ Enterprise TKIP

[~ WPAZ Enterprise AES

[~ CCEM Enterprise TKIP

[~ CCKM Enterprise AES

< Back | Next = I Caneel

30



802.1x Dynamic VLAN Assignment

6. Select the [Networks Available to All Groups] option, along with any other association modes for which you
want to use the supplicant, and then click Next.

) Cisco S5C 5.1 Configuration Profile x|
|l|l|l|l| Networks
C I s C o —Metwork

Group [ Metwark

Security Lewvel

Add Group Add Metwork [Madify | Remove |

< Back | Mexk = I Cancel |

7. Browse to the location where you want to save the configuration file, and then click Finish.
| & Cisco 5SC 5.1 ConfigurationProfile X
st|ret]ie  validation
C I s c ° The configuration has been validated,

Wiew ConFiguration XML |

IC:;’Documents and Settingsfadministrator, LAB Deskkap 802, 1 configuration. xml Browse |

— Save Processed and Signed Configuration Fil

< Back | Finish I Cancel |
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8. Click Process Existing Configuration Profile.
|

ol I i I I Welcome to Enterprise Deployment Configuration

C I s c ° This Enterprise Deplayment wizard for Cisco S5C enables netwark and desktop administrators ta centraly
canfigure, deploy, and manage the Secure Services Client in an enterprise environment,

» Gives IT professionals the capability to enforce network security polices on end stations,

*» Pravides IT professionals with the Flexibility to configure various settings to support existing
enterprise standards and reduce support calls,

» Offers end users a hassle free networking experience.

Create New Configuration Profile = |

Madify Existing Configuration Profile = |

Process Existing Configuration Profile = |

This Client Package Tool will only work for S5C 5.1 and higher configurations.

Create Pre-Configured Client Package = |

SscManagementltilicy {5.1.0,3)
2008 Cisco Syskems, Inc,

9. Browse to the location where you saved the previously configured configuration file, and then click Next.
X

ol | 1ol | e Choose a Configuration File

CIsCO

Please browse and select the Cisco SSC configuration file {signed or unsigned),

File: }ocuments and Settingsadministratar LAB/Deskkopfa02, Lx configuration. xml Browse. .. |

SscManagementUtilicy (5.1.0.3) ,—I
2008 Cisco Systems, Inc. < Back Hext = Quit
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10. Browse to the location where you want to save the signed version of the configuration file (ensure that it is
called “configuration.xml”), and then click Finish.

GB Cisco SSC Management Ukility il

L] ' I ' L] ' I ' ] The configuration has been validated.

Cisco

View Configuration XML |

|C:,|’D0cuments and Settings/administrator, LAE/Desktopfconfiguration, xml Browse |

—Save Pracessed and Signed Configuration Fil

SscManagermentUtiliey (5.1.0.3) | ,—I |
2005 Cisco Systems, Inc. < Back Firish Quit

11. Now that the configuration file has been validated/signed, click Create Pre-Configured Client Package.
x|

ol I I I h Welcome to Enterprise Deployment Configuration

C I s c o This Enterprise Deployment wizard Far Cisco S5C enables network and deskkop administrataors to centrally
configure, deploy, and manage the Secure Services Client in an enterprise environment.

» Gives IT professionals the capability to enforce network security polices on end stations,

# Provides IT professionals with the Flexibility ta configure warious settings to suppart existing
enterprise standards and reduce suppart calls,

= Offers end users a hassle free networking experience.

Create Mew Configuration Profile = |

Modify Existing Configuration Profile = |

Process Existing Canfiguration Profile = |

This Client Package Tool will only work for 55C 5.1 and higher configurations.

Create Pre-Configured Client Package >|

SscManagementUtility (5.1.0,3)
2008 Cisco Systems, Inc.
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12. In the appropriate fields, select the client source package, the signed configuration file, and the location where

you want the destination file to be saved, and click Finish to create the new client msi package. Then, click

Quit.

afea]n
Cisco

&) Cisco SSC Management Utility

S|

Select Pre-Configured Client Components

<Client-Package>.msi + configuration.xml = <Client Destination Package=.msi
—Client Source Package File (.msi

|C:,|’D0cuments and Settings/administrator LAE/Deskiop)Cisco_SSC-%P2K-5.msi Browse |

+

—Processed and Signed Configuration File {configuration, xml

|C:,|’D0cuments and Settingsadministrator, LAE Desktop configuration, xml Browse |
—Client Destination Package File {.msi

IC:'LDncuments and Settingsadministratar. LAE\DesktoplwourS02. 1x_file.msi Browse |

SscManagementUkility (5.1.0.3) -,

2005 Cisco Systems, Inc. < Back | Finish | Quit

13. Install Cisco SSC.
14. Cisco SSC connects to the 802.1x network. Depending on the configuration of the VLAN, the IP address is set

to either the guest or quarantine VLAN. In this example, the IP address is set to the quarantine VLAN.

&) Cisco Secure Services Client E@@

Settings  Groups

Available Connections for Group 'Default’

Help

alvadn
Configured connections appear in boldface CISCO
Conneckion Signal Security Status
172.16.202.133 —l Connected

Connect Edit... Delete

Connected to openinon-secured) network, IP: 10.0.192,55

4dd SSID.. | [Correction Status...

15. Access the Compliance Agent, and type the appropriate user credentials to properly authenticate the machine.

16. In the Cisco Secure Services Client window, click Connect to restart the supplicant.
The client machine obtains a new IP address. You can click Connection Status... to display the connection

information for the selected network adapter.
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&) Connection Status L

Cisco Secure

Services Client

Connected

Connection Setkings

Descripkive Mame:

Metwork Adapter:

Local MAC Address
Remaote MAC Address:

IP Address:
Speed (Mbps):
Media:

Securiby Sethings

172.16,202,133

EBroadcom Metxtreme S7xx Gigabit
Controller

D Om14:22icai55:14

10.0.192.55
100
LAaN

Security:

EAP IMethod:

nane

Server:

Credential bvype:

Wi-Fi Sethings

hone

5510

Signal Strength:

Channel:

Close l ’ Help
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Troubleshooting

The most reported problem is that the switch is hot moving the user into the correct VLAN, or is not moving the
VLAN at all. There are a number of reasons why this may be occurring, yet the most likely reasons are:

1. The switch doesn’t support IEEE 802.1x — VLAN Assignment.

= In order to troubleshoot this issue, the switch/IOS features should be looked up on Cisco’s website as
mentioned within the Cisco Switch Supported Options. As long as this has been confirmed, this is likely not
the issue.

2. The VLAN NAME that is being returned doesn’t match a VLAN that is located on the switch.
= The best way to confirm if this is the issue is to perform a debug dot1x all and save the configuration to a

file (it becomes quite verbose) and then view the log to see what was sent to the switch and what the
switch didn't like about it.

3. RADIUS is not authorized to dynamically switch the VLAN with its returned attributes.
= If the following line is missing, this is the problem: aaa authorization network default group radius.

4. The Username that is being used in the Supplicant for 802.1x authentication does not match the username that
is being used in the Compliance Agent for NAC Advanced registration.

= The best way to confirm this is to confirm that the username for the NAC Advanced registration matches
the username used for the 802.1 x supplicant. To further confirm this, go to the Compliance Manager and
look up the username that is being using to authenticate the 802.1x supplicant and confirm that there is a
corresponding record for it. If there is no record, then NAC Advanced always returns the VLAN as if the
user was an “Unknown Endpoint”.
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Appendix A: Sample Cisco 802.1x Catalyst 2950 Configuration

The following is a sample configuration of a working Cisco 802.1x Catalyst 2950 switch:

version 12.1

no service pad

service timestamps debug uptime

service timestamps log uptime

service password-encryption

!

hostname 2950SW

|

aaa new-model

aaa authentication login default line

aaa authentication login LOCAL local

aaa authentication dotlx default group radius
aaa authorization network default group radius
enable secret 5 $15h13a$BGwO0X5qu2wEOhBOAhBcKe/
!

username swadmin privilege 15 password 7 13360202581E513E7F36
ip subnet-zero

!

ip domain-name endpointsoftware.info

ip ssh time-out 120

ip ssh authentication-retries 3

vtp domain dbdsk-msc

vtp mode transparent

!

spanning-tree mode pvst

no spanning-tree optimize bpdu transmission
spanning-tree extend system-id

dot1x system-auth-control

!

vlan 100

!

vlan 102

name good

!

vlan 103

name deny

I

vlan 104
!
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interface FastEthernet0/1
description NAC Appliance Mgmt Port
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
dotlx reauthentication
spanning-tree portfast

!

interface FastEthernet0/2
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
dotl1x reauthentication
spanning-tree portfast

!

interface FastEthernet0/3
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
dotl1x reauthentication
spanning-tree portfast

!

interface FastEthernet0/4
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
dotlx reauthentication
spanning-tree portfast

!
interface FastEthernet0/5
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast
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I

interface FastEthernet0/6
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx timeout reauth-period 30
spanning-tree portfast

!

interface FastEthernet0/7
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/8
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/9
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/10
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!
interface FastEthernet0/11
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast
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I

interface FastEthernet0/12
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/13
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/14
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/15
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx timeout reauth-period 30
spanning-tree portfast

!

interface FastEthernet0/16
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!
interface FastEthernet0/17
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast
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I

interface FastEthernet0/18
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/19
switchport access vlan 102
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
spanning-tree portfast

!

interface FastEthernet0/20
switchport access vlan 102
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!

interface FastEthernet0/21
switchport mode access
switchport voice vlan 100
no logging event link-status
no keepalive

dotlx port-control auto
dotl1x reauthentication
spanning-tree portfast

!

interface FastEthernet0/22
switchport voice vlan 100
no logging event link-status
no keepalive

spanning-tree portfast

!
interface FastEthernet0/23
switchport access vlan 102
switchport voice vlan 100

no logging event link-status
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no keepalive

spanning-tree portfast

!

interface FastEthernet0/24
switchport trunk native vlan 104
switchport trunk allowed vlan 1,100,102-104
switchport mode trunk

switchport voice vlan 100

no logging event link-status

no keepalive

speed 100

spanning-tree portfast

!

interface GigabitEthernet0/1
switchport access vlan 104
switchport trunk allowed vlan 1,100,102-104
switchport mode trunk

speed 100

duplex full

!

interface GigabitEthernet0/2
description Mirage ACS

switchport trunk allowed vlan 18,81
switchport mode trunk

speed 100

duplex full

!

interface Vlanl

no ip address

no ip route-cache

shutdown

!

interface Vlan104

ip address 10.0.185.201 255.255.255.192
no ip route-cache

!

ip default-gateway 10.0.185.193

no ip http server

snmp-server community sophos RW
radius-server host 10.0.224.150 auth-port 1812 acct-port 1813
radius-server retransmit 3

radius-server key password
I
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linecon 0

line vty 0 4
password 7 13151601181B0B382F

transport input telnet

line vty 5 15
password 7 095C4F1A0A1218000F

login authentication LOCAL

transport input ssh
!
|

end

2950SW#
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