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Guia de inicio

1 Acerca de esta guia

En esta guia encontrard informacién sobre cémo instalar Sophos Anti-Virus en estaciones
Linux en red o independientes.

Para mas informacién sobre las opciones de configuracién, consulte la pdgina man o el Manual
de usuario de Sophos Anti-Virus para Linux version 7.

Nota: si utiliza Sophos Anti-Virus en una red mixta Linux y Windows, o si desea administrar
Sophos Anti-Virus de forma centralizada mediante Sophos Enterprise Console, consulte la
Guia de inicio de Sophos Endpoint Security and Control para Linux, NetWare y UNIX.

La documentacién de Sophos se encuentra en http://esp.sophos.com/support/docs/.


http://esp.sophos.com/support/docs/
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2 Requisitos del sistema

Consulte la pagina de requisitos del sistema en el sitio web de Sophos
(http://esp.sophos.com/products/all-sysreqs.html).


http://esp.sophos.com/products/all-sysreqs.html
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3.1

3.2

Acerca de Sophos Anti-Virus para Linux

Funcién de Sophos Anti-Virus

Sophos Anti-Virus permite proteger ordenadores Linux contra virus, gusanos y troyanos.
Ademads de amenazas para Linux , también puede detectar amenazas que afectan a otras
plataformas. It does this by scanning your computer.

Proteccion de Sophos Anti-Virus

El escaneado en acceso es el principal método de proteccion contra virus. Al acceder (copiar,
guardar o abrir) un archivo, Sophos Anti-Virus lo escanea y permite el acceso s6lo si no supone
una amenaza para el equipo.

Ademas del escaneado en acceso, Sophos Anti-Virus ofrece varios tipos de escaneado en demanda
que proporcionan proteccion adicional. Los escaneados en demanda son escaneados iniciados
por el usuario. Puede escanear desde un solo archivo a todo el contenido del equipo con
permiso de lectura: Los escaneados en demanda se pueden ejecutar de forma manual o
programarse para que se ejecuten automaticamente.
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4.1

4.2

Instalar Sophos Anti-Virus en red

El proceso de instalacion de Sophos Anti-Virus en red consiste en:

1. Crear un directorio de instalacién central (CID) en un servidor. Este directorio incluye los
archivos necesarios para la instalacion.

2. Instalar Sophos Anti-Virus en la red desde el CID.

Nota: en Red Hat Enterprise Linux version 6 64 bits, debe instalar los siguientes paquetes
antes de instalar Sophos Anti-Virus:

m glibc-2.11.1-1.i686
m nss-softokn-freebl 1686 3.12.4-10.fc12

Crear el CID en el servidor

Para realizar este procedimiento necesita derechos de root.

1. Acceda a http://esp.sophos.com/support/updates/ con sus credenciales de MySophos.
2. Enla pagina de descargas de Endpoint Security and Data Protection, seleccione Linux.

3. Descargue Sophos Anti-Virus para Linux, versién 7 a un directorio temporal, por ejemplo
/tmp.

4. Descomprima el archivo tar:
tar -xzvf archivo tar

5. Ejecute el archivo de instalacion:
./sophos-av/install.sh

Cuando se pida el tipo de autoactualizacion, seleccione SOphos. Introduzca las credenciales
que se incluyen con su licencia.

Sophos Anti-Virus se instala en el directorio especificado.

Por defecto, el CID se crea en /opt/sophos-av/update/cache/Primary.
6. Asegurese de que las estaciones de la red puedan acceder al CID.

Se recomienda permitir acceso de sélo lectura al CID.

7. Ejecute el programa de actualizacién para descargar los archivos necesarios desde Sophos:
/opt/sophos-av/bin/savupdate

Ya ha creado el CID en el servidor. El CID se actualiza de forma automatica desde Sophos.
Por defecto, la actualizacidn se realizard cada hora siempre y cuando el ordenador esté
conectado a Internet.

Instalar Sophos Anti-Virus desde el CID

Una vez creado el CID, para instalar Sophos Anti-Virus en el resto de la red debe:

1. Crear un paquete de distribucién de Sophos Anti-Virus para instalarlo los ordenadores de
la red.


http://esp.sophos.com/support/updates/
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4.2.1

4.2.2

2. Instalar Sophos Anti-Virus en cada ordenador usando el paquete de distribucion.

Crear un paquete de distribucion

Para realizar este procedimiento necesita derechos de root.

Puede utilizar el script mkinstpkg para crear un paquete de distribucién. Este script tiene el
mismo aspecto que el de instalacién y se encarga de introducir la informacién proporcionada
en el paquete de distribucién. Cuando el usuario realice la instalacion desde el paquete de
distribucidn, la configuracion se realizard de forma automética. Puede crear paquetes en
formato tar o RPM.

Para crear un paquete de distribucién:

1. Vaya al CID.
Por defecto, el CID se encuentra en /opt/sophos-av/update/cache/Primary.
2. Escoja una de las siguientes opciones:
m Para crear un paquete de distribucion tar con el nombre savinstpkg.tgz, escriba:

J/mkinstpkg.sh

m Para crear un paquete de distribucién RPM con el nombre savinstpkg-0.0-1.i1586.rpm,
escriba:

J/mkinstpkg.sh -r
Nota: el nombre del archivo puede ser diferente, dependiendo de la configuracién
RPM.
Cuando se pida la ubicacién de actualizacién, introduzca la direccién del CID de una forma
vélida para las estaciones. Introduzca también las credenciales de acceso necesarias.

Se creard el paquete de distribucién.

3. Distribuya el paquete a las estaciones donde desee instalar Sophos Anti-Virus.

Instalar Sophos Anti-Virus utilizando el paquete de distribucion

Para realizar este procedimiento necesita derechos de root.
En cada ordenador:
1. Asegurese de que tiene acceso al CID.

2. Coloque el paquete de distribucién en un directorio temporal.

3. Escoja una de las siguientes opciones:
m Para realizar la instalacién desde el paquete tar, escriba:
tar -zxvf savinstpkg.tgz

./sophos-av/install.sh
m Para realizar la instalacion desde el paquete RPM, escriba:

rpm -i RPM package
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De esta forma, se copian los archivos necesarios desde el servidor y se instala
Sophos Anti-Virus.

Ya ha instalado Sophos Anti-Virus en el ordenador. Sophos Anti-Virus se actualiza de forma
automatica desde el CID. Por defecto, las actualizaciones se realizardn cada hora.
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5 Instalar Sophos Anti-Virus en un ordenador
independiente

Para realizar este procedimiento necesita derechos de root.

Nota: en Red Hat Enterprise Linux versién 6 64 bits, debe instalar los siguientes paquetes
antes de instalar Sophos Anti-Virus:

1.

glibc-2.11.1-1.i686
nss-softokn-freebl 1686 3.12.4-10.fc12

Descargue Sophos Anti-Virus para Linux, versién 7 a un directorio temporal, por ejemplo
/tmp.

Descomprima el archivo tar:
tar -xzvf archivo tar

. Ejecute el archivo de instalacion:

./sophos-av/install.sh

Cuando se pida el tipo de autoactualizacion, seleccione SOphos. Introduzca las credenciales
que se incluyen con su licencia.

Sophos Anti-Virus se instala en el directorio especificado.

Ya ha instalado Sophos Anti-Virus en el ordenador independiente. Sophos Anti-Virus se
actualiza de forma automatica desde Sophos. Por defecto, la actualizacion se realizara cada
hora siempre y cuando el ordenador esté conectado a Internet.
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6 Escaneado en acceso

6.1

6.2
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El escaneado en acceso es el principal método de proteccién contra virus. Al acceder (copiar,
guardar o abrir) un archivo, Sophos Anti-Virus lo escanea y permite el acceso sélo si no supone
una amenaza para el equipo.

Por defecto, el escaneado en acceso se encuentra activado. Si es necesario, puede comprobar
que se encuentra activo o iniciarlo.

Nota: para utilizar los comandos en esta seccién debe disponer de derechos de root.

En este documento se asume que tiene Sophos Anti-Virus instalado en la ubicacién
predeterminada, /opt/sophos-av. De lo contrario, utilice el directorio de instalacién
correspondiente.

Comprobar que el escaneado en acceso se encuentra activo

[Para comprobar si el escaneado en acceso se encuentra activo, escriba:
/opt/sophos-av/bin/savdstatus

Iniciar el escaneado en acceso

Para iniciar el escaneado en acceso:

[Escriba:
/opt/sophos-av/bin/savdctl enable

[—Wtilice la herramienta apropiada para iniciar el servicio sav-protect. Por ejemplo, escriba:
/etc/init.d/sav-protect start

o

service sav-protect start
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7 Realizar un escaneado en demanda del sistema

Tras instalar Sophos Anti-Virus, se recomienda realizar un escaneado del sistema, especialmente
si se trata de un servidor. Para hacerlo, utilice un escaneado en demanda.

[Para realizar un escaneado en demanda del sistema, escriba:
savscan /

11



Sophos Anti-Virus para Linux

8 Qué ocurre si se detecta algun virus

Por defecto, si Sophos Anti-Virus detecta un virus durante el escaneado en acceso o en demanda:
m Se crea una entrada en el registro del sistema y en el registro de Sophos Anti-Virus.
m Se envia una alerta a root@localhost.

Sophos Anti-Virus también muestra una alerta, segtn se describe a continuacién.

Escaneado en acceso

Sophos Anti-Virus deniega el acceso al archivo infectado y muestra una alerta de escritorio
como la siguiente.

B Sophos Anti-Virus Alert

- - -
g' sophos anti-virus
Yirns "EICAR-AY-Test" detected in file
“frootDesktopfeicar.com".

Access to the file has been denied.

Flease contact your IT department.

OK '

Si no se puede mostrar el mensaje, se mostrara una alerta en la linea de comandos.

Para mds informacién sobre cémo limpiar virus, consulte el Manual de usuario de Sophos
Anti-Virus para Linux.

Escaneados en demanda

Sophos Anti-Virus muestra una alerta en la linea de comandos. El nombre del virus se muestra
en una linea que comienza con >>> seguido de Virus o Fragmento de virus:

12
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SAVScan utilidad de deteccidén de virus

Version 4.50.0 [Linux/Intel]

Version de datos de virus4.50, Febrero 2010

Incluye deteccion de 1375239 virus, troyanos y gusanos
Copyright (c) 1989-2010 Sophos Group. Todos los derechos
reservados.

Hora del sistema 13:43:32, Fecha del sistema 02 marzo 2010
EN directorio IDE es: /opt/sophos-av/lib/sav

Usando archivo nyrate-d.ide

Usénao-a}cﬁiQo-iﬁjéclli.idé

Escaneado réapido

>>> Virus "EICAR-AV-Test®™ encontrado en el archivo
/usr/mydirectory/eicar.src

33 archivos escaneados en 2 segundos.

1 virus detectado.

1 archivo de 33 estaba infectado.

Envie muestras de archivos infectados a Sophos para su analisis.
Mas informacion en http://esp.sophos.com, email
support@sophos.com

Fin del escaneado.

Para mas informacién sobre cémo limpiar virus, consulte el Manual de usuario de Sophos
Anti-Virus para Linux.

13
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9 Desinstalar Sophos Anti-Virus

[Para desinstalar Sophos Anti-Virus, ejecute el siguiente script en cada ordenador:
/opt/sophos-av/uninstall.sh

Si el daemon savd se encuentra activo, se le pedird que lo detenga.

Se eliminarén:

m Todas las entradas de Sophos Anti-Virus en el arranque del sistema.
m Las paginas man de Sophos Anti-Virus en /usr/share/man.

m El programa de escaneado savscan en /usr/local/bin.

m El directorio /opt/sophos-av y todo su contenido.

14



Guia de inicio

10 Soporte técnico

Para obtener asistencia técnica sobre cualquier producto de Sophos, puede:

Visitar el férum SophosTalk en http://community.sophos.com/ para consultar casos similares.
Visitar la base de conocimiento de Sophos en http://www.sophos.com/support/.
Descargar la documentacidn correspondiente desde http://www.sophos.com/support/docs/.

Enviar un email a support@sophos.com indicando la versiéon del producto de Sophos, el
sistema operativo y parches aplicados, y el texto exacto de cualquier mensaje de error.

15
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11 Aviso legal

Copyright © 2005-2011 Sophos Limited. Todos los derechos reservados. Ninguna parte de
esta publicacién puede ser reproducida, almacenada o transmitida de ninguna forma, ni por
ningun medio, sea éste electrénico, mecdnico, grabacion, fotocopia o cualquier otro sin la
correspondiente licencia del producto, bajo dichos términos, o sin la previa autorizacion escrita
por parte del propietario.

Sophos y Sophos Anti-Virus son marcas registradas de Sophos Limited. Otros productos y
empresas mencionados son marcas registradas de sus propietarios.

ACE™, TAO™, CIAO™, and CoSMIC™

ACE!, TAO?, CIAO?, and CoSMIC* (henceforth referred to as “DOC software”) are copyrighted
by Douglas C. Schmidt’ and his research group® at Washington University’, University of
California®, Irvine, and Vanderbilt University’, Copyright © 1993-2005, all rights reserved.

Since DOC software is open-source, free software, you are free to use, modify, copy, and
distribute—perpetually and irrevocably—the DOC software source code and object code produced
from the source, as well as copy and distribute modified versions of this software. You must,
however, include this copyright statement along with code built using DOC software.

You can use DOC software in commercial and/or binary software releases and are under no
obligation to redistribute any of your source code that is built using DOC software. Note,
however, that you may not do anything to the DOC software code, such as copyrighting it
yourself or claiming authorship of the DOC software code, that will prevent DOC software
from being distributed freely using an open-source development model. You needn’t inform
anyone that you're using DOC software in your software, though we encourage you to let us'

know so we can promote your project in the DOC software success stories' .

DOC software is provided as is with no warranties of any kind, including the warranties of
design, merchantability, and fitness for a particular purpose, noninfringement, or arising from
a course of dealing, usage or trade practice. Moreover, DOC software is provided with no
support and without any obligation on the part of Washington University, UC Irvine,
Vanderbilt University, their employees, or students to assist in its use, correction, modification,
or enhancement. A number of companies'? around the world provide commercial support
for DOC software, however. DOC software is Y2K-compliant, as long as the underlying OS
platform is Y2K-compliant.

Washington University, UC Irvine, Vanderbilt University, their employees, and students shall
have no liability with respect to the infringement of copyrights, trade secrets or any patents
by DOC software or any part thereof. Moreover, in no event will Washington University, UC
Irvine, or Vanderbilt University, their employees, or students be liable for any lost revenue or
profits or other special, indirect and consequential damages.

The ACE", TAO™, CIAO"?, and CoSMIC!® web sites are maintained by the DOC Group17
at the Institute for Software Integrated Systems (ISIS)'® and the Center for Distributed Object
Computing of Washington University, St. Louis'® for the development of open-source software
as part of the open-source software communityzo. By submitting comments, suggestions, code,
code snippets, techniques (including that of usage), and algorithms, submitters acknowledge
that they have the right to do so, that any such submissions are given freely and unreservedly,
and that they waive any claims to copyright or ownership. In addition, submitters
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acknowledgethat any such submission might become part of the copyright maintained on the
overall body of code, which comprises the DOC software. By making a submission, submitter
agree to these terms. Furthermore, submitters acknowledge that the incorporation or
modification of such submissions is entirely at the discretion of the moderators of the
open-source DOC software projects or their designees.

The names ACE, TAO, CIAO, CoSMIC, WashingtonUniversity, UC Irvine, and Vanderbilt
University, may not be used to endorse or promote products or services derived from this
source without express written permission from Washington University, UC Irvine, or
Vanderbilt University. Further, products or services derived from this source may not be called
ACE, TAO, CIAOQ, or CoSMIC nor may the name Washington University, UC Irvine, or
Vanderbilt University appear in their names, without express written permission from
Washington University, UC Irvine, and Vanderbilt University.

If you have any suggestions, additions, comments, or questions, please let me?! know.
Douglas C. Schmidt**
References

http://www.cs.wustl.edu/~schmidt/ACE.html
http://www.cs.wustl.edu/~schmidt/TAO.html
http://www.dre.vanderbilt.edu/CIAO/
http://www.dre.vanderbilt.edu/cosmic/
http://www.dre.vanderbilt.edu/~schmidt/
http://www.cs.wustl.edu/~schmidt/ACE-members.html
http://www.wustl.edu/

http://www.uci.edu/

¥ XN DD

http://www.vanderbilt.edu/

10. mailto:doc_group@cs.wustl.edu

11. http://www.cs.wustl.edu/~schmidt/ACE-users.html
12. http://www.cs.wustl.edu/~schmidt/commercial-support.html
13. http://www.cs.wustl.edu/~schmidt/ACE.html

14. http://www.cs.wustl.edu/~schmidt/TAO.html

15. http://www.dre.vanderbilt.edu/CIAO/

16. http://www.dre.vanderbilt.edu/cosmic/

17. http://www.dre.vanderbilt.edu/

18. http://www.isis.vanderbilt.edu/

19. http://www.cs.wustl.edu/~schmidt/doc-center.html
20. http://www.opensource.org/

21. mailto:d.schmidt@vanderbilt.edu

22. http://www.dre.vanderbilt.edu/~schmidt/

GNU General Public License

Some software programs are licensed (or sublicensed) to the user under the GNU General
Public License (GPL) or similar Free Software licenses which, among other rights, permit the
user to copy, modify, and redistribute certain programs, or portions thereof, and have access
to the source code. The GPL requires for any software licensed under the GPL, which is
distributed to a user in an executable binary format, that the source code also be made available
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to those users. For any such software which is distributed along with this Sophos product, the
source code is available by submitting a request to Sophos via email to savlinuxgpl@sophos.com.
A copy of the GPL terms can be found at www.gnu.org/copyleft/gpl. html

libmagic - file type detection
Copyright © Tan F. Darwin 1986, 1987, 1989, 1990, 1991, 1992, 1994, 1995.
Software written by Ian F. Darwin and others; maintained 1994-2004 Christos Zoulas.

This software is not subject to any export provision of the United States Department of
Commerce, and may be exported to any country or planet.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice immediately at the
beginning of the file, without modification, this list of conditions, and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.INNO EVENT SHALL THE AUTHOR OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Medusa web server

Medusa was once distributed under a ‘free for non-commercial use’ license, but in May of
2000 Sam Rushing changed the license to be identical to the standard Python license at the
time. The standard Python license has always applied to the core components of Medusa, this
change just frees up the rest of the system, including the http server, ftp server, utilities, etc.
Medusa is therefore under the following license:

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appear
in all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of Sam Rushing not be used in advertising or publicity
pertaining to distribution of the software without specific, written prior permission.

SAM RUSHING DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN
NO EVENT SHALL SAM RUSHING BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,


mailto:savlinuxgpl@sophos.com
http://www.gnu.org/copyleft/gpl.html
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NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF ORIN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Sam would like to take this opportunity to thank all of the folks who supported Medusa over
the years by purchasing commercial licenses.

OpenSSL cryptographic toolkit

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License
and the original SSLeay license apply to the toolkit. See below for the actual license texts.
Actually both licenses are BSD-style Open Source licenses. In case of any license issues related
to OpenSSL please contact openssl-core@openssl.org.

OpenSSL license
Copyright © 1998-2006 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or
promote products derived from this software without prior written permission. For written
permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL”
appear in their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

19
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Original SSLeay license
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com). The
implementation was written so as to conform with Netscape’s SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are adhered to. The following conditions apply to all code found in this distribution, be it the
RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included with
this distribution is covered by the same copyright terms except that the holder is Tim Hudson
(tth@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be
removed. If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used. This can be in the form of a textual message at program
startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials
provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement:

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”

The word “cryptographic” can be left out if the routines from the library being used are
not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this
code cannot be changed. i.e. this code cannot simply be copied and put under another
distribution licence [including the GNU Public Licence.]
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pycrypto

Distribute and use freely; there are no restrictions on further dissemination and usage except
those imposed by the laws of your country of residence. This software is provided “as is”
without warranty of fitness for use or suitability for any purpose, express or implied. Use at
your own risk or not at all.

Incorporating the code into commercial products is permitted; you do not have to make source
available or contribute your changes back (though that would be nice).

——amk (www.amk.ca)

Python
PYTHON SOFTWARE FOUNDATION LICENSE VERSION 2

1. This LICENSE AGREEMENT is between the Python Software Foundation (“PSF”), and
the Individual or Organization (“Licensee”) accessing and otherwise using this software
(“Python”) in source or binary form and its associated documentation.

2. Subject to the terms and conditions of this License Agreement, PSF hereby grants Licensee
a nonexclusive, royalty-free, worldwide license to reproduce, analyze, test, perform and/or
display publicly, prepare derivative works, distribute, and otherwise use Python alone or
in any derivative version, provided, however, that PSF’s License Agreement and PSF’s
notice of copyright, i.e., “Copyright © 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008, 2009
Python Software Foundation; All Rights Reserved” are retained in Python alone or in any
derivative version prepared by Licensee.

3. In the event Licensee prepares a derivative work that is based on or incorporates Python
or any part thereof, and wants to make the derivative work available to others as provided
herein, then Licensee hereby agrees to include in any such work a brief summary of the
changes made to Python.

4. PSF is making Python available to Licensee on an “AS IS” basis. PSF MAKES NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF
EXAMPLE, BUT NOT LIMITATION, PSF MAKES NO AND DISCLAIMS ANY
REPRESENTATION OR WARRANTY OF MERCHANTABILITY OR FITNESS FOR ANY
PARTICULAR PURPOSE OR THAT THE USE OF PYTHON WILL NOT INFRINGE
ANY THIRD PARTY RIGHTS.

5. PSFSHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON FOR
ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS A
RESULT OF MODIFYING, DISTRIBUTING, OR OTHERWISE USING PYTHON, OR
ANY DERIVATIVE THEREOEF EVEN IF ADVISED OF THE POSSIBILITY THEREOFE.

6. This License Agreement will automatically terminate upon a material breach of its terms
and conditions.

7. Nothing in this License Agreement shall be deemed to create any relationship of agency,
partnership, or joint venture between PSF and Licensee. This License Agreement does not
grant permission to use PSF trademarks or trade name in a trademark sense to endorse or
promote products or services of Licensee, or any third party.

8. By copying, installing or otherwise using Python, Licensee agrees to be bound by the terms
and conditions of this License Agreement.
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TinyXML XML parser

This software is provided ‘as-is, without any express or implied warranty. In no event will the
authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the
product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented
as being the original software.

3. This notice may not be removed or altered from any source distribution.

zlib compression tools
©1995-2002 Jean-loup Gailly and Mark Adler

This software is provided ‘as-is, without any express or implied warranty. In no event will the
authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software in a product, an acknowledgment in the
product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented
as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly jloup@gzip.org
Mark Adler madler@alumni.caltech.edu

If you use the zIib library in a product, we would appreciate *not* receiving lengthy legal
documents to sign. The sources are provided for free but without warranty of any kind. The
library has been entirely written by Jean-loup Gailly and Mark Adler; it does not include
third-party code.

If you redistribute modified sources, we would appreciate that you include in the file ChangeLog
history information documenting your changes.
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